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Lessons Learned using a PLC for Process System Control
Introduction to NIST NCNR Cold Source

PLC control of the Cold Neutron Source

Basic understanding of PLC Data Input and Output

Reactor Rundown Associated with Cold Neutron Source
Regulatory Issue Summary 2016-05, Embedded Digital Devices
Communication Fault

Software Common Cause Failure
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Bold indicates new or re-located, upgraded instruments.



NRC OVERSIGHT

An NRC Inspector was present to observe much of the process.



The NBSR was designed with a 55-cm diameter cryogenic beam
port and smaller diameter beam ports
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Communication Error,
Cycle power to Unit: Assert in File ApexHW.cpp Line 845

Date Rack # Module Local Error PLC Error FactoryTalk Error | Solution
7/17/2014 | Rack4 Comm Cycle power
7/29/2014 | Master CPU Reload CPU

programming
8/4/2014 ?? Comm Line 845 I/0 Fault Cycle power
8/12/2014 | Racké6 Comm "Adapter 1/O Fault Cycle power
fault"
2/7/2015 | Rack4 Comm Cycle power
8/1/2015 | Rack5 Comm Line 845 1/O Fault Rack 5 Fault #40 - | Cycle power
PW Rack Error
12/19/2015 | Master CPU All numbers on Reload CPU
HMI show blank programming
boxes
2/18/2016 Rack 4 Comm Line 845 1/O Fault Cycle power
3/11/2016 | Rack5 Comm Line 845 1/O Fault Cycle power
3/20/2016 | Rack5 Comm Line 845 1/O Fault Cycle power
3/27/2016 | Rack4 Comm Line 845 1/O Fault Cycle power
4/5/2016 | Rack5 Comm Line 845 1/0 Fault Cycle power

Line 845: “Cycle power to Unit: Assert in File ApexHW.cpp Line 845.”

I/O Fault: “NIST 1/O Fault Rack 5 #0204 Message Timeout unconnected.” (or similar)

7/13/2016, Rack 11 Comm Line 845 1/0O Fault




The vast majority of the faults has been the “Line 845” failures, a coding fault that
appears on the Communication module display, which is believed to be thrown
by the internal apex processor on each chassis backplane. The cause of the
backplane error could be the communication module, the backplane itself or
literally any other component connected to it.

Actions
Check Local Network Cables
Replace Network Switch
Update Firmware on Communication Modules
Change Communication Rates
Installed Wire Shark



“Line 845” fault occurs at 4 AM one week before our next shutdown, resulting in a
short rundown during the recovery. Which involves cycling the remote rack’s
power supply.

Actions
Replace two communication modules
Re-Configure WireShark
Send Information on SD card to Vendor
Modify PLC Code, minimize rundown during recovery
Place Critical Components on a New Remote PLC Rack
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‘CS CryoWord 1

29P106LO

30P11200R
31P11300R
134 P101A OOR

8 PW TCOND HI
139 PW TCOND HI
40 PW RACKER

Clear

. Clear
. Clear

Clear
Clear
Clear
Clear
Clear
Clear
Clear
Clear
Not Active

ord 3
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Clear
Clear
Clear
Clear
Clear
Clear
Clear

Clear

=]
0000000000: 00000000
=

Clear

. Clear

o
@
]

CS CryoWord 2

15 vac Fail 2 Active Alarm
16 €100 H2 Clear
7ciooz @) Clear

18 C200 02 Clear
19VAC PWR z Clear
20FD20LO . Clear
20f20t0 M Clear
2PAERR @ Clear
2pBERR (D Clear
24VACERR Not Active
25HE ERR : Clear

2VACTENP () Clear

PW CryoWord 4

stPwvAcFAL (@) Clear
. Clear
43pwvac PR @ Clear
44PWFD20L0 @) Clear
45PW D200 () Clear
48 PI01AERR . Clear
TPBERR D Clear
4BPWVACERR ) Clear
4PWHEERR  {() Clear
SIPWTCRYO ) Glear
SIPWVACTEW ) Clear

42D200H2
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Embedded Digital Devices, EDD
Manufacturers are increasingly introducing digital technology into non-
actuated and actuation devices that in turn are used in applications such as
digital displays, motor controllers, sequencers, pumps, valve actuators,
breakers, uninterruptable power supplies and emergency diesel generator
controls.

Embedded Digital Devices EDD might exist in procured equipment used in
safety related systems without device having been identified in procurement
documentation. Related to equipment including instrumentation and
controls in safety related systems.

EDDs possibly could fail to function as intended because of a latent defect,
as an example in software or firmware. If a trigger results in latent software
defect causing the failure of identical functions in redundant but otherwise
independent systems or channels, it is a common cause failure across the
system(channel). Defect free EDDs cannot be guaranteed with a reasonable
assurance of safety, despite a quality development process and through
testing.



The record of changes to the facility should
show that any potential safety issue arising
from the use of EDDs has been addressed
adequately.

The 10 CFR 50.59 rule contains requirements
for the process by which licenses may make
changes to their facilities and procedures as
described in the FSAR without prior NRC
approval.




ABB FLOW TRANSMITTER
MODEL #266DSH

Average Failure Rate(Day)
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Broad use of safety related equipment with
EDDs carries potential safety concerns
including the potential increase in a
facility’s vulnerability to hazards from
undetected EDD defects, potential increase
in susceptibility to electromagnetic
interference and other potential hazards
from the in service environment.
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Basic Analog Input Layout
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Basic Analog Input Configuration

-10to +10 V
O to +5V
0 to +10V
O0to 20 mA

5| Module Properties Report: Rack04:0 (1756-IF16 1.5)

| General | Connection | Module Info| Configuration®

Channel

Scaling
High Signal:
20.0

Low Signal:
40

RTS: 100

Status: Running

ma

ma

»

Alarm Configuration | Calibration l Backplane|

@[IJE]@@ Input Range:

[U ma to 20 ma v]
Sensor Offset: 0.0

ngh Engineering: Dlgllal Filter: 0 : ms
= 1004

Low Engineering:
= 00
ms Module Filter (-3 dB): B0 Hz =z

[ 0K } [ Cancel ] [ Apply ] [ Help

]

Eng. Units
Input Signal
Counts, 12 Bit

7 Module Properties Report: Rack04:1 (1756-IF16 1.5) '
| General ] Connection—l Module Info ]—_Ijgﬁﬂ'guration" EAlafm Configuration [Calibration I Backplane|
Channel
DLEDEEE@E e e )
Sensor Offset: 0.0
Scaling R =
High Signal: High Engineering: Digital Fiter: 0 =) M
100 v o o= o4
Low Signal: Low Engineering:
0.0 v = 00
RTS: 100 Elms Module Fiter (-3 dB):

Status: Running [ OK J [ Cancel ] [ Apply ] [ Help ]
5| Module Properties Report: Rack05:3 (1756-IF16 1.5) @
| General | Connection | Module Info || Configuration’}| alaim Configuration | Calibration | Backplane |
Channel
DR D00 - T T -—
Sensor Offset: 0.0
Scaling e =
High Signal: High Engineering: Digital Filter: 0 )| ms
5.0 W = 4095.0
Low Signal: Low Engineering:
1.0 v = 00
BTS: 100 2lms Module Fier (-3 dB)

Status: Running [ oK ] [ Cancel ] Apply




Basic Analog Input Code

CPI1
Compute —
Dest F29[33]
310.56622
Expression N137[4]*115.0*6.895/4095.0

Cempute
ADD Dest VG103_EXP

Add — -4 6882915 &
Source A F29[33] Expression Rack11:1:1.Ch0Data*10.0/4095.0*1.667-11.46

310.56622 &
Source B -103.42

CPT-

Compute

Dest VG103
2.04978569e-005

Expression 10*VG103_EXP

Dest F29[33]
310.56622 &

UL

Multiply —
Source A F29[33]

310.56622 €
Source B 0.14505

Dest F29[35]
45.04763 &

MOV MOV
Move Move
ADD- Source Rack04:0:1.Ch0Data Source Rack04:0:1.Ch1Data

Add — 1.5374156 € 2.434098 &

Source A F29[33] Dest N85[4] Dest N85[5]
310.56622 2 & 2 &

Source B F29[4]
112.13846 €
Dest F29(8]
422.70458 &




Basic Analog Output Configuration

5] Module Properties Report: Rack04:6 (1756-0F6C11.12)

| Generall Connection I Module Info

| Configuration | Output State | Limits | Calibration | Backplane |

Channel

IR eV ENEN KN

Output State in Program Mode
() Hold Last State

[ Ramp to User Defined Value

Communications Failure
When communications fail in

Status: Running

@ User Defined Value: 40

Ramp Rate: 0.00 per Sec

Output State in Fault Mode
@ Hold Last State

() User Defined Value:

Ramp to User Defined Yalue

() Leave outputs in Program Mode state
Program Mode: @ Change outputs to Fault Mode state

[ OK ] [ Cancel ] Apply |

CPT

Compute

Dest N106[24]
3399 &
Expression N64[20}/500.0*4095.0

Status: Running

T — — o
7| Module Properties Report: Rack04:6 (1756-OF6C11.12)
[ General I Connection ] Module lnfo] Configuration [Uutput State] Limits ] Calibtalion] Backplane]
Channel
E@ Sensor Offset: 0.0
[T Hold for Initialization
Scaling
High Signal: High Engineering:
200 ma = 40950
Low Signal: Low Engineering:
40 ma = 00

[ 0K ][ Cancel ] Apply

PIC
Propertional Integral Derivative

PID CONV_PID_N106_0 (..
Process Variable N106[24]

Tieback N45[9]
Ceontrel Variable N150[30]
PID Master Leop 0
Inhold Bit 0
Inheld Value 0
Setpoint 101.0€
Process Variable 338950 €
Output % 500
SUB
Subtract

Source A 4085

Source B N150[30]
2048 &
Dest N154[0]
2047 €




Basic Digital Relay Output

BE1[13].11 B61[131.10
—3F— _— e
1 Module Propertes Report: Rack04:4 (1756 OWIE13.2) = 00445t
| General | Connection | Module Infa| Configuration | Backplane |
S S D B61[13].14
Point utput State During & L
Program Mod Fault Mode
0 |off [<)[Off =l 2
BE1[13].11 ; gz 62 gz = MOV———
H/[ 5.2 =y Move
3 _Joff L] OFf v Source 100
4 |Off ||| Hold v/
5 |off ||| Hold = Dest NG4[23]
6 |off |2 Hold = S04
7 _|off ||| Hold =
8 qff . R Hold - B61[13].3
Communications Failure > : -
If communications fail in Leave outputs in Program Mode state =
Program Mode: (©) Change outputs to Fault Mode state
B61[13].13 - — B61[13].12
—] = Status: Running [ oK ] [ Cancel | Apply | —
0_044_Bitos
<0[36].5=

B61[13].15




Basic Digital 24 V Input

7| Module Properties Report: Rack04:3 (1756-1A16 3.3)

=

Input Filter Time

Off-» On

On -= Off

0-7 |1ms

v

9ms

b 4

8-15|1ms

o 4

Sms

b 4

‘ ‘ 3 —
\ Generall Connection [ Module Info | Configuration | Backplane}
IN-12 Enable Change of State | »
—HQ © sorSe]
24 Point}__ Off-> |__ On->
V] vl
ECO - On [~ Off
2 I
T TR -
EDCD 3 = ==
3 &4 v
4 2 ]
|| s ') IN-14 5 v v
6 2 F
24V s 7| @ |-
£) 600
Status: Running [ 0K ] [ Cancel

Off State Voltage Max 5V

IN-12- OFF, OV or ON, 24V
IN-13-1 mA, 3V or4 mA, 12V,
IN-14- OP, OV  or CL, 24V




Basic HMI Screen Display

T T
i General | Common
Expression

TIC 428 TI 425 M [iCOLD _BOXAFI40E}

|

[ . || Logial. || Relational. || Adithmetic.. || Bitwise.. || Functions. | | Tags.. ]

o
yntax

Field Length: 3 | Fomat: Decimal = Leading Character Justification
. W Rerkes ©lek © Center @ Right
Decimal Places: g Overflow: @) Zeroes

ok J[ coancel J[ py |[ hep ]

Type: Analog v | Security: E]

Description: HX2 Outlet Pressure

r -
e | igume«ic oispleyBropertes [N

Minimum: 0 Scale: 1 Units: PSIA
Maximum: 500 Offset: ~15 Data Type: [Integgr
Data Source

Type: @ Device  (©) Memory
Address: [NIST40PLCINGO[24]




Basic HMI Screen Display

TIC 428 TI 425




Conclusion

Our Comm Fault appears to be a Common
Cause Failure Associated with either
Software or Firmware

Cold Source is not a Safety Related System

Use of Embedded Digital Devices Going
Forward Will be Unavoidable



Questions?



